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Glossary 
A 
 
 
Access Permissions: The authorization given to users that enables them to access specific 
resources on a network, such as data files, applications, printers, and scanners, based on their 
role and the specific activity that the user is performing. 
 
 
Access Log Book: A book kept at the entrance to each Secure Facility that serves as a permanent 
record of the arrival and departure of all visitor access to the Institute. 
 
 
Administrative Data: Information collected primarily for administrative (not research) purposes. 
This type of data is collected by government departments and other public bodies for the 
purposes of registration, transaction, and record keeping, usually during the delivery of a service. 
 
 
Administrative Inquiry: An inquiry received from a government department (e.g., X) or public 
body (e.g., Y) requiring limited analysis of data on the NB-IRDT platform for which the department 
or public body making the request is the data business owner. 
 
 
Aggregate Data: Data about groups of individuals, typically provided in a table or in chart form, 
that combines information in such a manner as to prevent the identification of individuals. The 
data is combined from several measurements and groups of observations are replaced with 
summary statistics. 
 
 
Aggregating Data: The act of combining individual data sets to statistically analyze data trends, 
while protecting individual privacy, by using groups of individuals with similar characteristics 
rather than isolating one individual at a time (Source: International Association of Privacy 
Professionals). 
 
 
Agent (in relation to a data custodian): An information  manager, individual,  or  organization  
that acts for, or on behalf  of  a  custodian,  with  respect  to  personal health information for the 
purposes of the custodian, and not for the agent’s own purposes, regardless of whether the 
information manager, individual, or organization is remunerated  by  the  custodian.  This does 
not include an employee of the custodian (Source: PHIPPA 2017).  
 
Agent (signing of confidentiality agreements): A full-time, part-time, permanent or contract 
employee of the NB-IRDT, as well as a research affiliate or research fellow of the NB-IRDT, a 
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researcher (and/or staff) collaborating with member(s) of the NB-IRDT, and/or a government 
officer of the Province of New Brunswick.   
 
 
Air Gapped Network: A technical safeguard to ensure network security within NB-IRDT by keeping 
the computer network physically isolated from unsecured networks, such as public Internet or an 
unsecured local area network.  The NB-IRDT network is an air-gapped network physically 
separated from all other networks.   
 
 
Amendment:  Change requests to approved research projects or research project proposals such 
as the addition of new data sets, addition of a researcher to a project; a request for extension of 
time; and/or, the addition of variables, etc. require approval.  The nature of the change requests 
will determine the necessary actions taken.  The NB-IRDT Data Access Applicant Amendment 
Request – Criteria & Actions documents outlines necessary actions.  
 
 
Anonymous Data: Data sets that in no way indicate to whom the data belongs. Replacing user 
names with unique identification numbers does not make the data set anonymous, even if 
identification seems impractical (Source: IAPP).  
 
 
Approved User(s): Individuals, such as NB-IRDT employees, researchers, students, and 
government employees, who have been issued an electronic identification access card, personal 
identification number, and project access account following the approval of access according to 
all relevant NB-IRDT procedures, including a Criminal Record Check (CRC).   
 
 
Archiving of Data (Data Archive): The long-term retention of selected data with firm start and 
end dates that are established in cooperation with partners through data sharing agreements 
prior to any receipt of data. Dates of archived retention are outlined in the NB-IRDT Data 
Retention and Disposition Schedule and/or Data Sharing Agreements, and data retention 
schedules.  
 
 
Audit: A review or examination of logged events within an electronic information system.  
 
 
Audit Log: An electronic record/file of events recorded by an electronic information system, which 
generally details who accessed data sets and variables in the system during a given time period, 
as well as the activities that were performed.  
 
 
Auditing: A formal, systematic, and disciplined approach designed to evaluate and improve the 
effectiveness of processes and related controls. Auditing is governed by professional standards, 
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completed by individuals independent of the process being audited, and often performed by 
individuals possessing acknowledged certifications. 
 
 
Authorized Disclosure (in the context of information security): The process of determining if the 
end user is permitted to have access to a data set and related variables. Authorization criteria may 
be based upon a variety of factors (e.g., organizational role, level of security clearance, applicable 
law, etc.). When effective, authentication validates that the entity requesting access is who or 
what it claims to be (Source: International Association of Privacy Professionals, n.d.). 
 
 
 

B 
 
 
Backup of Data (Data Backup): The regular daily / weekly secure copying and storing of data that 
would facilitate any necessary rapid restoration of data and minimize the impact of failures due 
to human error or disaster.  
 
 
Big Data: Articulated as “The Three V’s: Volume (the amount of data), Velocity (the speed at which 
data may now be collected and analyzed), and Variety (the format, structured or unstructured, 
and type of data, e.g., transactional or behavioral)” (Source: International Association Privacy 
Professionals, n.d.). 
 
 
Breach: See Data Breach. 
 
 
Breast Cancer Screening Database (NB-IRDT): A provincial database that contains data from the 
New Brunswick Breast Cancer Screening Program. The NB-IRDT holds an anonymized, linkable 
version of this data, which provides researchers with project specific data sets in which identifiers 
have been further scrambled (Source: Breast Cancer Screening Database Reference Guide). 
 
 
 

C 
 
 
Canadian Cancer Registry (NB-IRDT): A database of all Canadian residents, alive or dead, who 
have been diagnosed with cancer since 1992. This registry was developed from the National 
Cancer Incidence Reporting System (NCIRS) and is maintained by Statistics Canada. It collects data 
on type and incidence (number) of primary cancers for each person until death, from Provincial 
and Territorial Cancer Registries (PTCRs). The New Brunswick Provincial Cancer Registry (NBPCR), 
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located in Saint John, collects the New Brunswick data (Source: Canadian Cancer Registry 
Reference Guide). 
 
 
Canadian Institute for Health Information (CIHI): An independent, not-for-profit organization 
established in 1994 that collaborates with federal, provincial, and territorial health administrators 
to provide essential information on Canada’s health systems and the health of Canadians. 
 
 
Cells size smaller than 5: In research, refers to the number of individuals determined to be 
exhibiting a specific trait or characteristic being less than 5 individuals (but is not 0).  
 
 
Census: Undertaken by Statistics Canada, the Census Program provides a statistical portrait of the 
country every five years.  
 
 
Challenging Compliance: One of the ten privacy principles found in Schedule I of Personal 
Information Protection and Electronic Documents Act (PIPEDA). An individual shall be able to 
address a challenge concerning compliance with the principles detailed in Schedule 1 of the 
PIPEDA to the designated individual or individuals responsible for the organization’s compliance 
(Source: PIPEDA, 2000). 
 
 
Citizen Database (NB-IRDT): A digital document that contains basic demographic and location 
information on all residents of New Brunswick who have been issued a provincial Medicare card 
(Source: Citizen Database Reference Guide). 
 
 
Closed Air Gapped Network: See Air Gapped Network. 
 
 
Cohort: A group that shares a defining characteristic. 
 
 
Comorbidity: Two or more disorders or illnesses occurring in the same person. 
 
 
Confidentiality: An ethical and/or legal responsibility of individuals or organizations to safeguard 
information entrusted to them, from unauthorized access, use, disclosure, modification, loss or 
theft (Source: Tri-Council Policy Statement: Ethical Conduct for Research Involving Humans, 
2014). 
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Confidentiality Agreement (CA): A contract signed by NB-IRDT employees and approved users of 
data that describes obligations and responsibilities regarding the maintenance, use, access to, and 
disclosure of confidential information.  
 
 
Conflicts of Interest: A conflict between an individuals’ duties and responsibilities as a NB-IRDT 
employee, or Committee member, and that person’s professional, business, personal/familial, or 
public interests.  Conflicts of Interest cause divided loyalties and can lead to biased judgment. 
Conflicts of Interest can be real, potential, or perceived.  

 Potential: Arises when a NB-IRDT employee / Committee member becomes aware of an 

outside interest that may influence the member’s ability to act with objectivity, 

independence, and integrity. 

 Perceived: Arises when it appears to others that an outside interest would influence a NB-

IRDT employee/Committee member’s ability to act with objectivity, independence, and 

integrity.  

 Real: Arises when an outside interest influences a NB-IRDT employee/Committee 

member’s ability to act with objectivity, independence, and integrity.  

 
 
Contracted Cleaning, Contracted Service Personnel, and UNB Maintenance Staff: Individuals 
employed by third party, UNB approved service providers who require regular access to secure 
facilities in order to perform general custodial or maintenance duties. This definition is inclusive 
of UNB Facilities Management regular or contracted workers who require occasional access in 
order to carry out required facilities maintenance tasks in the institute. 
 
 
Consent: An indication of agreement by an individual to become a participant in a research project 
(Source: TCPS2, 2014). 
 
 
Consent:  One of the ten privacy principles found in Schedule I of Personal Information Protection 
and Electronic Documents Act (PIPEDA). The knowledge and consent of an individual is required 
for the collection, use, or disclosure of personal information, except where inappropriate. 
(Source: PIPEDA, 2000). 
 
 
Containment: In the event of a Privacy Breach, the processes put in place to prevent further 
release(s) of information.  
 
 
Criminal Record Check (CRC): A name based record search of the local police force’s Records 
Management System (RMS), the Provincial Justice Information System (JIS), and the Canadian 
Police Information Centre (CPIC) repository of criminal convictions. 
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Crosswalk: The process utilized by NB-IRDT to ensure that individual privacy is maintained as data 
is exchanged between the New Brunswick Department of Health, data business owners, and NB-
IRDT, and examined by analysts and researchers. 
 
 
Closed Air Gapped Network: See Air Gapped Network. 
 
 
Custodian: As defined in the New Brunswick Personal Health Information Privacy and Access Act 
(PHIPAA), means an individual or organization that collects, maintains, or uses personal health 
information for the purpose of providing or assisting in the provision of health care, treatment, 
the planning and management of the health care system, or delivering a government program or 
service.  
 
 
 

D 
 
 
Data: Any information used for research, quality assurance, or statistical purposes, including 
personal information or personal health information, which is disclosed under a Data Sharing or 
Data Access Agreement.  
 
 
Data Access Audits: Observation of a database so as to be aware of database user activity to 
ensure compliance with appropriate use and access permissions granted. 
 
 
Data Access Audit Reporting: Documented coverage of the activities of data access identified in 
data access audits.  
 
 
Data Access Incidents and Actions: Identified and recorded activities that do not conform to the 
appropriate use and access permissions granted, such as activities identified as anomalies to the 
regular data access patterns.  
 
Data Analysis: definition needed 
 
Data Breach: The unauthorized acquisition of computerized data that compromises the security, 
confidentiality, or integrity of personal information maintained by a data collector. Breaches do 
not include good faith acquisitions of personal information by an employee or agent of the data 
collector for a legitimate purpose of the data collector—provided the personal information is not 

http://laws.gnb.ca/en/ShowTdm/cs/P-7.05/
http://laws.gnb.ca/en/ShowTdm/cs/P-7.05/
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used for a purpose unrelated to the data collector's business or subject to further unauthorized 
disclosure (Source: IAPP, n.d.). 
 
 

Data Business Owner: The entity holding legal rights and control over a data set and its variables.  

 
 
Data Business Owner(in relation to signing authority): The Government of New Brunswick 
custodian, public body or agency with whom NB-IRDT has signed a data sharing agreement and 
who has shared / disclosed a master data set(s) with/to NB-IRDT. 
 
 
Data Curation: The range of data quality assurance activities and processes necessary to ensure 
the integrity and utility of data sets (e.g., validation, data dictionary development).   
 
 
Data Disposition: How data will be physically disposed of at the end of its predetermined lifecycle.  
 
 
Data Linking: The merging or analysis of two or more separate data sets for research purposes   
(Source: TCPS2, 2014). 
 
 
Data Lifecycle: All stages of data existence, from its creation and collection through to its access 
and use. This includes its retention (storage), dissemination (how it might be distributed), and 
final disposition (e.g., archiving, secure destruction, etc.).  
 
 
Data Matching: The creation of identifying information by combining identifying information, de-
identified personal health information, or other information from two or more electronic data 
bases or two or more electronic records (Source: PHIPAA). 
 
 
Data Matching (for Crosswalk File preparation): Combining information from two or more data 
sets or electronic records if the custodian is the Minister of the Department of Health for the 
purpose of a research project approved by a research review body in accordance with an 
agreement as required under New Brunswick legislation.  
 
 
 
Data Platform: Comprehensive repository that holds pseudonymous administrative data 
available by application for data access. 
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Data Repository: The Data Repository (the Repository) held at NB-IRDT is a comprehensive 
repository that holds provincial government administrative data.  The repository will continue to 
expand data holdings to include administrative data sets collected by and/or held by provincial 
government departments and agencies.  
 
 
Data Retention Schedules: Schedules that specify the beginning and end dates for the retention 
of the data inclusive of any requirements from the owner of the data or specified in any data 
sharing agreements.  
 
 
Data Sets: A collection of related, but distinct data that can be accessed individually, in 
combination, or managed as a whole. Often organized in rows and columns where each column 
of the table represents a particular variable, and each row corresponds to a given member of the 
data set in question. For NB-IRDT purposes, rows often contain individual records (such as a 
person’s visit to hospital), while columns contain relevant variables. 
 
 
Data and Research Committee (DRC): The Data and Research Committee (DRC) includes 
representatives from the New Brunswick Executive Council Office, Department of Health, and the 
provincial Chief Information Access and Privacy Officer , as well as the NB-IRDT Director, the NB-
IRDT Project Coordinator, and other NB-IRDT employees as appropriate (e.g., NB-IRDT Database 
Administrator). The DRC also includes business owners from other public bodies who have 
provided data to NB-IRDT.  The DRC serves four main functions for NB-IRDT; first, the DRC provides 
a forum to discuss issues relevant to database transfers and data linkage procedures; second, the 
DRC serves as a forum for consultation on procedural changes; third, to continue to build 
awareness (at least once per year the DRC organizes a forum to present results of projects to 
Government of New Brunswick (GNB) and other stakeholders); and fourth, the DRC assembles 
working groups (DRC-WG) to review and provide feedback on Data Access Applications received 
from researchers seeking access to administrative data sets held at NB-IRDT, as well as draft 
reports from these projects. It is through DRC-WG members reporting to their respective 
departments that relevant stakeholders are informed of the outcomes of a particular research 
topic prior to public dissemination.  
 
 
Data Sharing Agreement (DSA): A formal contract used for the transfer of data that has been 
developed by non-profit, government, private industry, or an academic body where the data are 
non-public or otherwise restricted in use. A DSA clearly documents the parameters of the data to 
be transferred, data usage and access, defined data retention times, and final disposition. This 
agreement serves two purposes: to protect the owner of the data, ensuring that the data will not 
be misused; and, to prevent any miscommunication between the provider of the data and the 
NB-IRDT by making certain that any questions about data transfer, use, access, retention, and 
disposition are discussed before the data is shared.  
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Data Steward: Responsible for data definition (i.e., defining the characteristics of the elements in 
a database) and access authorization, particularly data access and disclosure to third parties 
(Source:TCPS2, 2014). 
 
 
Data Transfer: The movement of personal information from one organization to another. 
 
 
Designate: Person or persons authorized by a custodian or public body to see the data as set out 
in the Information Management Agreement. 
 
 
Directory Access Control: NB-IRDT Database Administrator uses directory access controls to 
manage access to data for security purposes 
 
 
De-identified (in relation to personal identifiers): Data that has been modified to remove 
personal unique identifiers or information in an effort to protect the identity of individuals. 
 
 
De-identified: personal health information that has been stripped, encoded or otherwise 
transformed to ensure that the identity of the individual who was the subject of the personal 
health information cannot be readily ascertained from the de-identified information (PEI Health 
Information Act 2017)  
 
 
Deliverable Research: 
 
 
Denominator: A number below the line in a common fraction. 
 
 
Discharge Abstract Database (DAD): A New Brunswick provincial data set containing 
separations/discharges and day surgeries from acute care institutions in New Brunswick. This 
database captures administrative, clinical, and demographic information including discharges, 
deaths, sign-outs, and transfers within a fiscal year (April 1 to March 31). Data from acute care 
facilities or from their respective health/regional authority or Ministry/Department of Health are 
reported to the Canadian Institute for Health Information (CIHI) for editing, preparation, and 
generation of reports.  An anonymized version of this data from the department of health is held 
at NB-IRDT that provides project specific data sets to researchers with further scrambled 
identifiers (also known as Hospital Discharge Abstract Database). 
 
 
Dissemination: The distribution or communication of research results to facilitate research 
uptake in decision-making processes and practices. This includes, but is not limited to, publication 
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in journals, posters, oral or online presentations, posting via blogs or using other forms of 
electronic media, distribution of printed materials at educational or professional conferences and 
seminars, and the oral and/or written presentation of thesis material by graduate students.  
 
 
Dissemination Area: A small area used and defined by Statistics Canada with populations of 400 
to 700 persons. It is the smallest standard geographic area for dissemination of census data. 
Dissemination areas cover all the territory of Canada (Source: Statistics Canada). 
 
 
 

E 
 
 
Employee (s) (of NB-IRDT): All full-time and part-time, permanent and contract persons currently 
earning wages or salary from NB-IRDT (including the Director). 
 
 
External Data Sets: Data Sets that are transferred under data sharing agreements with data 

business owners/custodian for use with a specified approved project. Data Sets are returned to 

the data business owner/custodian on Project Closure.  

 
 

F 
There are currently no entries under the letter “F” 
 
 
 

G 
Guideline(s): Recommended course of actions to follow, often in a specific order, offering 
direction and instructions for conduct with respect to streamlining processes.  
 
 

H 
Health Council Communities: Geographical areas that are combine based on federal census 
municipality boundaries and New Brunswick Health zone boundaries to create research and 
community relevant areas for health reporting (Source: New Brunswick Health Council). 
 
 
Health Zones (in relation to New Brunswick): Identified geographic sub-areas within a Regional 
Health Authority (RHA) that correspond to organizational units within the larger geographic area 
of RHA.  
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Healthy Toddler Assessment Database: The Healthy Toddler Assessment (HTA) database is a 
provincial database on early health screening for New Brunswick children aged 16 to 24 months. 
Data is collected by the Department of Health using HTA questionnaires administered by public 
health nurses.  The database contains data on dental, vision, hearing, and safety, as well as child 
development, growth, nutrition, and immunizations. Parent literacy and depression data is also 
included (Source: Healthy Toddler Assessment Database Reference Guide). 
 
 
Hospital Discharge Abstract Database (DAD): See Discharge Abstract Database (DAD). 
 
 
Hub Location: The NB-IRDT Fredericton location securely housing personal information in its 
custody as a research data centre and responsible for the administration of NB-IRDT. 
 
 
 

I 
 
 
International Classification of Diseases, 10th edition (ICD-10):  A system for classifying diseases 
and injuries developed by the World Health Organization (WHO) and used worldwide to improve 
comparability of cause of death statistics reported from different countries. 
 
 
Identifying Information: Information that identifies an individual or could be used, either alone 
or with other information, to identify an individual under reasonably foreseeable circumstances 
(Source: PHIPAA).  
 
 
Individual Data Schedule: 
 
 
Information Breach: See Privacy Breach. 
 
 
Information Management Agreement (IMA) 
 
 
Information Manager: An individual or organization that on behalf of a custodian: processes, 
stores, retrieves, archives or disposes of Personal Information and/or Personal Health 
Information; de-identifies or otherwise transforms Personal Information and/or Personal Health 
Information; and/or provides information management or information technology service. 
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Information Manager Data (at NB-IRDT): Pseudonymous data provided by a data business 
owner/custodian and used for that data business owner’s purposes. At the NB-IRDT Hub Location, 
it is stored on a separate partition on the server, which is not part of the data platform.   
 
 
Institute Identification Number (IIN): A randomly assigned, unique, and person-specific 
identification number used by the NB-IRDT to identify records belonging to the same individual 
within the data holdings of the institute. The IIN is generated by the Department of Health and 
assigned to the data records by the NB-IRDT using a Crosswalk File.  There is no unique identifying 
information attached to this number.  
 
 
 

J 
There are currently no entries under the letter “J” 
 
 
 

K 
Knowledge Translation: The exchange, synthesis, and ethically-sound application of knowledge 
within a complex system of interactions among researchers and users to accelerate the capture 
of benefits for Canadians through research leading to improved health, more effective services 
and products, and a strengthened health care system (Source: CIHR). 
 
 
 

L 
 
 
Lines of Business:  The product lines or services available at NB-IRDT associated with the 
Institute’s main functions:  Lines of Business include: developing the Data Platform; enabling 
access to data by approved users for research (data may or may not be linked); enabling access 
to data by approved users for research (data is not part of the NB-IRDT platform); provisioning of 
information management services; and, completing administrative inquiries.   
 
 
 

M 
 
 
Maritime SPOR SUPPORT Unit (MSSU):A maritime secondary education affiliated organization 
that seeks to address patient-oriented health issues through research by increasing the use of 
routinely collected administrative health data and patient and treatment registries; enhancing 
and expanding Data Repositories that will link existing administrative health databases with 
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patient and treatment registries; and, creating standardized analytic data sets and protocols for 
utilizing data to facilitate collaboration.  
 
 
Master Data Set (Master Data): The original data set received by NB-IRDT from a data business 
owner or custodian, provided on an encrypted media transfer device.  
 
 
Mean: See Average. 
 
 
Median: A value in an ordered set of values above and below which there are an equal number 
of values.  This can also be referred to as the 50th percentile. 
 
 
Medicare Decision Support System (MDSS) 
 
 
Micro-level data sets 
 
 
Mobile and wireless devices: Any portable computing device such as a smartphone, tablet, 
laptop, or handheld device.  
 
 
Mode: The most common or most frequent value in a set of data. 
 
 
Monitoring: An ongoing system of checks and balances conducted by NB-IRDT staff to ensure 
processes are working as intended.  The intent of monitoring is to identify gaps in processes as 
soon as possible so that mitigating measures can be implemented with promptness. 
 
 
Morbidity: Having a disease or a symptom of disease (see Comorbidity), or the amount of disease 
within a population often expressed as a morbidity rate (see Rate).  
 
 
Mortality: Refers to deaths.   
 
 
 

N 
 
New Brunswick Institute for Research, Data and Training (NB-IRDT): A research data centre as 
defined in New Brunswick legislation with the authority to compile and link personal information 
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or personal health information for the purposes of research, analysis or evidence-based decision-
making. NB-IRDT is composed of three locations, with the Hub located in Fredericton, and Satellite 
Sites located in Saint John and Moncton.  These secure facilities are situated on the University of 
New Brunswick (Fredericton) campus (Keirstead Hall, 38 Dineen Drive; Units 316, 317, and 317-
A); on the Saint John campus (Hazen Hall, 93-97 Tucker Park Road; Unit 333); and, on the 
Université de Moncton campus (Bibliothèque Champlain, 415 avenue de l'Université; salle 031). 
 
 
Numerator: The number above the line in a common fraction. 
 
 
 

O 
 
 
Open Data: Data that is freely available to the public and published in a manner in which anyone 
can use, share, and manipulate for any purpose without restriction.  
 
Operational and Business Records: All documents, regardless of format (e.g., paper, electronic, 
etc.), that outline and support the day to day business and operational functions, processes, 
transactions, services, and all other activities relating to the NB-IRDT 
 

 
Originator: The individual responsible for addressing the situation or call for a policy in their area 
of expertise. When appropriate, this individual may serve on behalf of a group of individuals.  
 
 
 

P 
 
 
Password: A secret string of characters that must be used to permit access to a computer 
interface or system.  
 
 
Patient Engagement: 
 
 
Personal Health Information: Personal Health Information:  As defined in the New Brunswick 

Personal Health Information Privacy and Access Act (PHIPAA), means oral or recorded identifying 

information related to personal health that can be used to identify an individual if the 

information: 

http://laws.gnb.ca/en/ShowTdm/cs/P-7.05/
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 relates to the individual’s physical or mental health, family history or health care history, 

including genetic information about the individual; 

 is the individual’s registration information, including the Medicare number of the 

individual; 

 relates to the provision of health care to the individual; 

 relates to information about payments or eligibility for health care in respect of the 

individual, or eligibility for coverage for health care in respect of the individual; 

 relates to the donation by the individual of any body part or bodily substance of the 

individual or is derived from the testing or examination of any body part or bodily 

substance; 

 identifies the individual’s substitute decision maker; and/or, 

 identifies an individual’s health care provider. 

 
 
Personally Identified: definition needed 
 
 
Personal Information: As defined in the New Brunswick Right to Information and Protection of 

Privacy Act (RTIPPA), means oral or recorded identifying information related to an individual, 

including, but not limited to: 

 the individual’s name; 

 the individual’s home address, electronic mail address, home telephone or facsimile 

number; 

 information about the individual’s age, gender, sexual orientation, marital status, or 

family status; 

 information about the individual’s ancestry, race, colour, nationality, or national or 

ethnic origin; 

 information about the individual’s religion, religious belief(s), religious association or 

activity, or creed; 

 Personal Health Information about the individual; 

 the individual’s blood type, fingerprints, or other hereditary characteristics; 

 information about the individual’s political belief, association, or activity; 

 information about the individual’s education and employment or occupation or 

educational, employment or occupational history; 

 information about the individual’s source of income or financial circumstances, 

activities, or history; 

 information about the individual’s criminal history, including regulatory 

offences; 

http://laws.gnb.ca/en/ShowTdm/cs/R-10.6/
http://laws.gnb.ca/en/ShowTdm/cs/R-10.6/
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 the individual’s own personal views or opinions, except if they are about 

another person; 

 the views or opinions expressed about the individual by another person; and/or, 

 an identifying number, symbol, or other particular assigned to the individual. 

 
 
Platform Data: Pseudonymous data received from a data business owner/custodian through Data 
Sharing Agreements available for data access application for research purposes. 

 
 
Policies: The organization’s set stance or interpretation of a situation or topic to ensure that 
processes and practices of the organization align with its mission, strategic directions, core 
principles, and governance or legal obligations. 
 
 
Population: The collection of units from which a sample may be drawn; not necessarily a 
population of persons (Source: A Dictionary of Epidemiology, 5th ed.) 
 
Prepared Data See Pseudonymous Data. 
 
 
Principle Investigator: The individual who holds principal responsibility for a research project such 
as a project grant recipient or the head of a laboratory, most often the lead researcher on the 
data access application.  This individual holds signing authority for decision making and project 
amendment requests. 
 
 
Privacy Audit: A systematic review and evaluation of privacy practices to measure ongoing 
compliance with privacy best practices and applicable provincial and federal privacy legislation.  
It includes following privacy practices through the data life cycle (identification, compilation, 
access, disclosure, and final disposition of data) to identify gaps or potential gaps in data handling 
practices that may lead to a privacy breach. 
 
 
Privacy Breach: Occurs when there is an unauthorized collection, use, disclosure, retention, or 
destruction of personal information as described in Section 49(c) of the Personal Health 
Information Privacy and Access Act (PHIPAA), including personal health information that has been 
stolen, lost, or disposed of, except as permitted by the Act. Such activity is unauthorized if it occurs 
in contravention of applicable privacy legislation (Personal Health Information Privacy and Access 
Act and Right to Information and Protection of Privacy Act (RTIPPA)) or other applicable 
legislation.   
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Privacy Breach / Incident Report: A report resulting from the completion of the Record of Breach 
– Information on Discovery Form.  
 
 
Privacy Incident: A situation where a potential for a privacy breach existed but was addressed 
before a breach occurred.   
 
 
Privacy Impact Assessment (PIA): A policy process for identifying, assessing, and mitigating 
privacy risks.  Government institutions are required to develop and maintain privacy impact 
assessments for all new or modified programs and activities that involve the use of personal 
information for an administrative purpose. 

 
 
Procedures: Required course of actions to be taken, often in a specific order, detailing the 
processes and practices of an organization that ensure consistent actions and interpretations of 
policies. 
 
 
Program data: Any non-identifiable personal information transferred to the secure custody of NB-
IRDT in keeping with the terms and conditions of a signed master or data sharing agreement with 
the data business data owner/custodian. 
 
 
Project Closure (Research Project Closure): The procedures and actions to ensure NB-IRDT’s 
responsibilities are met in terms of removing approved user access to the secure facilities and/or 
project data sets, and project data are moved to secure storage immediately following a project 
end date.    
 
 
Project Data: Data prepared for a specific project and stored in a project folder, which consists 
only of information approved for a specific research project.  
 
 
Project Data Sets: Data prepared for a specific project and stored in a Project folder, which 
consists only of information approved for a specific Research Project. Project Data Sets are 
generated by the NB-IRDT Senior Data Analyst who extracts and links approved variables from 
Platform and external Data Sets, including public databases (e.g. census profiles, and researcher’s 
own databases). 
 
 
Project End Date (Research Project End Date): The date project work ceases and approved user 
access to the secure facility and/or a project data set are removed.  This date coincides with the 
date of Research Ethics Board expiration for an approved research project or the end date set in 
a contract or grant for evaluation work.  
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Project Start Date (Research Project Start Date): The date on which Project work may begin and 
Approved User have access to the Secure Facility and/or a Project Data Set.  This date coincides 
with the signature date of the Data Access Agreement for an approved Research Project. 
 
 
Project Lead: See Principle Investigator 
 
 
Proportion: A specific type of ratio in which the denominator always includes the numerator. See 
Ratio. 
 
 
Protocol 6, Protocol 7, Protocol 8: A series of draft document templates that facilitate and ensure 
Privacy Impact Assessment provincial legislation requirements are met with respect to the 
disclosure of Personal Health Information from the New Brunswick Department of Health. 

 Protocol 6.0: Disclosure to Another Organization 

 Protocol 7.0: Disclosure to a Researcher 

 Protocol 8.0: Disclosure to a Research Data Centre 
 
 
Provider Registry: An archive that provides information on service providers/physicians who 
provide service in New Brunswick. The information includes current and previous provider 
information on practice location, specialty, payment eligibility status, earnings, full time estimate 
(FTE) and dates (Source: Provider Registry Reference Guide). 
 
 
Pseudonymous Data: Information from which direct identifiers (e.g., name, Medicare numbers, 
social insurance number) have been eliminated or transformed, but indirect identifiers (e.g., date 
a service was accessed, medical diagnosis, length of hospital stay, occupation, level of education) 
remain intact. 
 
 
Public Body: means (i) a department, secretariat or office of the Province of New Brunswick, 
including but not limited to those portions of the public service specified in Part I of the First 
Schedule of the Public Service Labour Relations Act, (ii) a government body, board, Crown 
corporation or commission listed under Part IV of the First Schedule of the Public Service Labour 
Relations Act, a government body, (iv) the office of a Minister of the Crown, or (v) a local public 
body; (b) but does not include (i) the office of a member of the Legislative Assembly, (ii) the office 
of an officer of the Legislative Assembly, or (iii) The Court of Appeal of New Brunswick, The Court 
of Queen’s Bench of New Brunswick, the Provincial Court of New Brunswick or the Small Claims 
Court of New Brunswick (Source: RTIPPA). 
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Public Use: De-identified data records supplied with the intent of making them available for public 
use.  
 
 
 

Q 
There are currently no entries under the letter “Q” 
 
 
 

R 
 
 
Rate: The number of cases or events in a specified period of time and geography divided by the 
population who could have experienced (were “at risk” for) the case or event within that same 
period of time and geography. Rates are often multiplied by a factor of 1,000, 10,000, or 100,000 
just to make the numbers easier to read (a percentage is a rate multiplied by a factor of 100). As 
an example, the male juvenile arrest [case/event] rate in the US [geography] in 2015 [time] was 
3,806.2 [frequency] per 100,000 [multiplier] males age 10-17 [population “at risk” of the 
case/event]. 
 
 
Ratio: The relation of one population subgroup to another subgroup, or to the whole population. 
 
 
Research: A systematic investigation designed to develop or establish principles, facts, general 
knowledge, or any combination of them, and includes the development, testing, and evaluation 
of such work.  
 
 
Research Ethics Board (REB): A body of researchers, community members, and others with 
specific expertise (e.g., in ethics, in relevant research disciplines) established by an institution to 
review the ethical acceptability of all research involving humans conducted within the institution’s 
jurisdiction or under its auspices (Source: Tri-Council Policy Statement, Ethical Conduct for 
Research Involving Humans).  
 
 
Research Data Centre (RDC): A public body that compiles and links personal information or 
personal health information for the purposes of research, analysis, or evidence-based decision-
making (Source: PHIPAA). 
 
 
Research Product Data:  Research Data output from an approved research project.  
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Rules of minimum: As defined in Section 32 (1) (2) & (3) of the NB Personal Health Information 
Privacy and Access Act, this rule restricts the use of personal health information by a custodian to 
be limited to the “minimum amount of information necessary to accomplish the purpose for 
which it is used.”   
 
 
 

S 
 
 
Satellite Site(s): Secure facilities located in Saint John and Moncton where NB-IRDT approved 
users may access project-specific, de-identified, personal information provided through a 
dedicated and secure fiber optic network connection to servers at the Hub Location (Fredericton). 
 
 
Screen Saver: A computer program that blanks the screen or fills it with moving images or patterns 
when a computer is not in use.  
 
 
Secure Facilities: The physical infrastructure housing NB-IRDT data resources and equipment for 
accessing resources. The secure facilities are located on the University of New Brunswick 
(Fredericton) campus (Keirstead Hall, 38 Dineen Drive; Units 316, 317, and 317-A); on the Saint 
John campus (Hazen Hall, 93-97 Tucker Park Road; Unit 333); and, on the Université de Moncton 
campus (Bibliothèque Champlain, 415 avenue de l'Université; salle 031).   The buildings housing 
these facilities are under respective campus security surveillance.  
 
 
Securely Delete: Data destructed in such a manner that reconstruction is not reasonably 
foreseeable in the circumstances. 
 
 
Securely Destroyed: Data that are destroyed in such a manner that reconstruction is not 
reasonably foreseeable in the circumstances. 
 
 
Security Breach:  
 
 
Security Personnel: Members of a NB-IRDT affiliated campus security team.  Security personnel 
have the authority to access the secure facilities when called for emergency or when there is 
suspicion of unauthorized activity. 
 
 

http://laws.gnb.ca/en/ShowTdm/cs/P-7.05/
http://laws.gnb.ca/en/ShowTdm/cs/P-7.05/
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Service Personnel: Custodial, maintenance or other servicing personnel who are either 
employees of an NB-IRDT affiliated University or contracted through the University, and require 
occasional access to carry out custodial, service provision, or maintenance duties.  
 
 
Service Contract: 
 
 
Source Identification (SID) File: A component of the crosswalk file process.  Prepared by data 
business owners/custodian(s), the file contains a unique number for each record (the interim 
record identification), Medicare number, name, date of birth, address, and sex.  This file is shared 
with the New Brunswick Department of Health to create the Crosswalk File. 
 
 
Stakeholder: Persons, groups, or organizations with an interest or concern in NB-IRDT (i.e., New 
Brunswick citizens, as Government of New Brunswick data is used for the purpose of assisting to 
inform public policy) including any data business owners who have shared data with NB-IRDT, 
researchers and research organizations who access data, and UNB. 
 
 
Storage of Data:  The long-term retention, with set start and end dates, of selected data following 
the NB-IRDT Data Retention and Disposition Schedule and/or Data Sharing Agreements 
identifying both the length of storage retention and disposition method of data. 
 
 
Student(s): An individual enrolled in an academic accredited post-secondary institution. 

 
 
Summary Level Data: The result of applying statistical procedures (e.g., weighting, imputation) 
and analyses (e.g., means, regression) to micro-level data sets.  
 
 
Suspected Breach(s): An unconfirmed occurrence of an unauthorized collection, use, disclosure, 
retention, or destruction of personal information as described in Section 49(c) of the Personal 
Health Information Privacy and Access Act (PHIPAA). 
 
System Administrator Passwords: Passwords for routers, switches, WAN links, firewalls, servers, 
internet connections, administrative-level network operating system accounts, and other IT 
resources.  
 
 
Systems: All computing resources held and maintained within the NB-IRDT secure facilities, be 
they hardware, software, operating systems, platforms, or programs that facilitate the operation 
of data collection, access, and storage. 
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T 
 
 
Threat and Risk Assessment (TRA): An examination of the pre-production information system in 
order to determine the current operational risks and provide recommendations to reduce the risk 
to an acceptable level before sign off by the system owner(s). Considerations of this analysis and 
the resultant recommendations will ensure that the correct level of assurance and due diligence 
have been applied in the NB-IRDT environment. 
 
 
Tri-Council Policy Statement (2014): The Tri-Council Policy Statement “Ethical Conduct for 
Research Involving Humans” originally adopted in August 1998 by the Medical Research Council 
of Canada, the Natural Sciences and Engineering Research Council of Canada, and the Social 
Sciences and Humanities Research Council of Canada, and includes any amendments or successor 
statements.  
 
 
 

U 
 
 
Disclosure (in relation to NB-IRDT): As it relates to personal information in the custody or under 
the control of the institute, “disclose” means to make the information available, or to release it 
to another custodian, public body, or any unauthorized person. 
 
 
Unauthorized Person(s): Any individual (including any student, trainee, visitor, potential 
researcher, etc.) who has not been issued access to a NB-IRDT facility and/or its resources.  
 
 
Unit of Analysis: The singular focus of a given research project.  For example, a study with humans 
would have humans as the unit of analysis.  Other units of analysis could include areas, 
institutions, episodes of care, animals, blood samples, rocks, trees, etc. 
 
 
Use: In relation to personal information in the custody of, or under the control of a custodian or 
a person, means to handle or deal with information, but does not include the disclosure of 
information.  
 
 
User: Any individual requesting access to the NB-IRDT database resources, this includes UNB 
faculty members, staff, students, and government employee. 
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User Access Account(s) 
 
 
 

V 
 
 
Variable: A characteristic of a unit of analysis that can change between individual units.  
 
 
Visitor(s): All persons requesting or requiring access to a NB-IRDT Secure Facility who are not NB-
IRDT Employees, or NB-IRDT Approved User(s), are deemed visitors regardless of their reason for 
access.  
 
 
Vital Statistics Database (NB-IRDT): A digital document that contains a summary of death events 
that occurred in the Province of New Brunswick for residents and non-residents (Source: Vital 
Statistics Database Reference Guide). 
 
 
 

W 
 
 
Wi-Fi: Technology allowing computers, smart phones, or other devices to connect to the internet 
and communicate with one another wirelessly within a particular area. 
 
 
 

X 
There are currently no entries under the letter “X” 
 
 
 

Y 
There are currently no entries under the “Y” 
 
 
 

Z 
There are currently no entries under the letter “Z” 
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Acronyms 
 

Acronym Represents Originator 

ADM  Assistant Deputy Minister GNB 

   

ALS 
Amyotrophic Lateral Sclerosis also known as Lou Gehrig's 
disease, or motor neuron disease  

   

AS Aging Secretariat GNB 

   

CCDSS  Canadian Chronic Disease Surveillance System  
   

CCR Canadian Cancer Registry   
   

CFMNB  Centre de Formation Medicale du Nouveau-Brunswick  
   

CIHI  Canadian Institute for Health Information  
   

CIHR Canadian Institutes for Health Research  

   

CMDB  Canadian MIS Database (hospital operation info)  
   

CNODES   Canadian Network for Observational Drug Effect Studies   
   

CPO Chief Privacy Officer  GNB 

   

CRC Canada Research Chair  

   

CRC Criminal Record Check NB-IRDT 

   

CRDCN  Canadian Research Data Centre Network  
   

CSA  Canadian Standards Association  
   

CSDS Client Services Delivery System  

   

DAA Data Access Agreement   

   

DAA  Data Access Application (NB-IRDT) NB-IRDT 
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Acronym Represents Originator 

DAD Discharge Abstracts Database  
   

DBA  Database Administrator NB-IRDT 

   

DH  Department of Health GNB 

   

DHW Department of Health and Wellness (Nova Scotia) GNS 

   

DISO  Departmental Information Security Officer  GNB 

   

DM  Deputy Minister GNB 

   

DATA SET Data and Research Committee NB-IRDT 

   

DSA Data Sharing Agreement  

   

DTI Department of Transportation and Infrastructure GNB 

   

ECO  Executive Council Office GNB 

   

EECD  Education and Early Childhood Development GNB 

   

ESDC  Employment and Social Development Canada  
   

ELG Environment and Local Government GNB 

   

FMNB Family Medicine New Brunswick  
   

GFSI Greater Fredericton Social Innovation  

   

GNB Government of New Brunswick GNB 

   

HbA1c Hemoglobin test data  

   

HDNS Health Data Nova Scotia GNS 

   

HTA Healthy Toddler Assessment Database  
   

HSPP Healthy Seniors Pilot Project GNB 



 
Glossary and Acronyms 
 

 

Version 2.2 
Review date: July 2019   Page 31 of 35 

Acronym Represents Originator 

HTA Healthy Toddler Assessment database  

   

ICD-10  International Classification of Diseases  
   

ICES  Institute for Clinical Evaluative Services  
   

IDS Individual Disclosure Schedule  

   

IIN Institute Identification Number Institute ID Number  

   

IMA Information Management Agreement  

   

IP Intellectual Property   

   

IRCC  Immigration, Refugees and Citizenship Canada Gov Canada 

   

JPS Justice and Public Safety GNB 

   

KT Knowledge Transfer / Knowledge Translation  
   

LTC Long Term Care  

   

MCHP  Manitoba Centre for Health Policy  
   

MDSA Master Data Sharing Agreement  

   

MEKTU Monitoring Evaluation and Knowledge Translation Unit  

   

MIS  Management Information System  
   

MSSU Maritime SPOR SUPPORT Unit MSSU 

   

NACRS  National Ambulatory Care Reporting System  
   

NBHRF  New Brunswick Health Research Foundation  
   

NB-IRDT New Brunswick Institute for Research Data and Training NB-IRDT  

   

NBMS New Brunswick Medical Society  
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Acronym Represents Originator 

NB-RDC  New Brunswick Research Data Centre  
   

NB-SPRN  New Brunswick Social Policy Research Network GNB/UNB 

   

NSHA Nova Scotia Health Authority GNS 

   

NSERC Natural Sciences and Engineering Research Council   

   

OAG Office of the Attorney General GNB 

   

ORS  Office of Research Services UNB 

   

PCC Partnership Coordination Committee NB-IRDT 

   

PETL Post-Secondary Education Training and Labour GNB 

   

PHI Personal Health Information  

   

PHIPAA Personal Health Information Privacy and Access Act GNB 

   

PI Principle Investigator  

   

PI Personal Information  GNB 

   

PIA Privacy Impact Assessment   
   

PICHC  Primary and Integrated Community Health Care   
   

PIPEDA 
Personal Information Protection and Electronic Documents 
Act  

   

PDF Post-Doctoral Fellow  

   

PETL Post-Secondary Training and Labour GNB 

   

PRHDN Pan-Canadian Real-World Health Data Network  
   

RAI-MDS  Resident Assessment Instrument - Minimum Data Set  
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Acronym Represents Originator 

RDC Research Data Centre Stat Can/GNB 

   

REB   Research Ethics Board  
   

RHA Regional Health Authority GNB 

   

RTIPPA  Right to Information and Protection of Privacy Act GNB 

   

SD  Department of Social Development GNB 

   

SDC Strategic Directions Committee NB-IRDT 

   

SES Socio economic status  

   

SIC  Standard Industrial Classification Code  
   

SID  System Identification Number  
   

SIDR Secure Island Data Repository GPEI 

   

SNB Service New Brunswick GNB 

   

SPOR Strategy for Patient-Oriented Research MSSU 

   

SPRN Social Policy Research Network  

   

SSHRC Social Sciences and Humanities Research Council  

   

SUPPORT Support for People and Patient-Oriented Research and Trials  MSSU 

   

TRA  Threat and Risk Assessment  
   

UNB  University of New Brunswick  UNB 

   

VP(A) Vice President (Academic) UNB 

   

VP(R) Vice President (Research) UNB 
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