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1-Introduction

TThe first honeypot studies released by Clifford Stoll in 1990, and from April 2008 the Canadian Honeynet
chapter was founded at the University of New Brunswick, NB, Canada. UNB is a member of the Honeynet
Project, an international non-profit security research organization.

In computer terminology, a honeypot is a trap set to detect, deflect or in some manner counteract
attempts at unauthorized use of information systems. Generally, honeypots essentially turn the tables
for Hackers and Computer Security Experts. They consist of a computer, data or a network site that
appears to be part of a network, but is isolated, and seems to contain information or a resource that
would be of value to attackers.

There are some benefits of having a honeypot:

*  Observe hackers in action and learn about their behavior

* Gather intelligence on attack vectors, malware, and exploits. Use that intel to train your IT staff
* Create profiles of hackers that are trying to gain access to your systems

* Improve your security posture

*  Waste hackers’ time and resources

* Reduced False Positive

* Cost Effective

Our primary objectives are to gain insight into the security threats, vulnerabilities and behavior of the
attackers, investigate tactics and practices of the hacker community and share learned lessons with the
IT community, appropriate forums in academia and law enforcement in Canada. So, CIC decided to use
cutting edge technology to collect a dataset for Honeynet which includes honeypots on the inside and
outside of our network.

These reports are generated based on the weekly traffic. For more information and requesting the weekly
captured data, please contact us at a.habibi.l@unb.ca.

2- Technical Setup
In Honeynet dataset, we have defined a separated network with these services:

e Email Server(SMTP-IMAP)(mailoney)

e FTP Server(dianaee)

e SFTP(cowrie)

e File Server(dianaee)

e Web Server (Apache:WordPress-MySql)
e SSH(Kippo,cowrie)

e Http (dianaee)

e RDP(rdpy)

e VNC(vnclowpot)


https://www.honeynet.org/
https://www.honeynet.org/
mailto:a.habibi.l@unb.ca
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Inside the network there are ‘like’ real users. Each user has real behaviors and surfs the Internet based on
the above protocols. Web server is accessible to the public and anyone who can see the website. Inside
network, we put an Untangle firewall at the edge of network and NAT different services for public user.
Traffic of network passes through firewall based on users surfing via network. In the firewall, some ports
such as 20, 21, 22, 53, 80, 143, 443 are opened intentionally to capture and absorb attackers’ behaviors.
Also, there are some weak policies for PCs such as setting common passwords. The real generated data
on PCs is mirrored through TAPs for capturing and monitoring by TCPDump.

Furthermore, we add WordPress 4.9.4 and MySQL as database to publish some content on the website.
The content of website is news and we have formed kind of honeypot inside of the contact form. So,
bots when they want to produce spams, we can grab these spams with kind of tools which is called
“Contact Form 7 Honeypot”(Figure 1).

Your Name (required)
Your Email (required)

Subject

Your Message

Figurel: Contact Form 7 Honeypot

Also, we use T-POT tool outside firewall which is equipped with several tools. T-Pot is based on well-
established honeypot daemons, IDS, and other tools for attack submission.

The idea behind T-Pot is to create a system, whose entire TCP network range as well as some important
UDP services act as a honeypot, and to forward all incoming attack traffic to the best suited honeypot
daemons in order to respond and process it. T-Pot includes dockerized versions of the following
honeypots

e conpot,
e cowrie,

e dionaes,
e elasticpot,

e emobility,
e glastopf,

e honeytrap,


https://www.untangle.com/
https://github.com/dtag-dev-sec/tpotce
http://conpot.org/
http://www.micheloosterhof.com/cowrie/
https://github.com/DinoTools/dionaea
https://github.com/schmalle/ElasticPot
https://github.com/dtag-dev-sec/emobility
http://glastopf.org/
https://github.com/armedpot/honeytrap/
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e mailoney,
e rdpy and
e vnclowpot

Figure 2, demonstrates the network structure and our tools. There are two TAPs in the network for
capturing network activities. Outside firewall, there is T-POT which all user activities are capture by TAP.
Inside the firewall, we have a real network with three pcs, each of which has ‘like’ real behaviour as they
surf on the network like real users. We use benign generator to simulate this behaviour. For example
one of them reacts like a secretary, the others like a manager and a IT user.

Inside servers, we have Webserver with WordPress, MySQL, Email Server (Postfix), File Server
(Openmediavault), and SSH Server. We change our firewall structure to test different brands. For one
month we tested Untangle firewall and now we are going to test pfSense .

Security Onion is a Linux distro for intrusion detection, network security monitoring, and log management.
It's based on Ubuntu and contains Snort, Suricata, Bro, OSSEC, Sguil, Squert, ELSA, Xplico, NetworkMiner,
and many other security tools. We use Security Onion for analysing inside traffic and Untangle firewall
for traffic of edge of network.

S
a;;; J T-POT .

Internet

i | Log Capturing

Security Onion

Untangle Firewall

Figure2: Network Diagram

Everything that happens on the honeypot is logged for analysis. These are some features of logs:

e Source IP
e Source Port


https://github.com/awhitehatter/mailoney
https://github.com/citronneur/rdpy
https://github.com/magisterquis/vnclowpot
https://www.pfsense.org/
https://www.untangle.com/
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e Destination

e Destination Port
e Protocol

e Timestamp

e  Flow Duration

e Flow Bytes

e Fwd Packets

As above-mentioned CICFlowMeter offers more flexibility in terms of choosing the features you want to
calculate, adding new ones, and also having a better control of the duration of the flow timeout.

The traffic which is captured by TCPDUMP is analysed with CICFlowMeter which is generated by CIC. We
analysis flow of traffic to know whom, when and which server is attacked by attackers

To simulate SSH for attackers, we use Kippo tools inside of firewall and is intended to mimic a SSH
command. Kippo can capture commands and the password users enter. Some easy password such as
1234, 123,... are entered in Kippo database so attackers can easily reach the server.

3- T-POT Report (Outside Firewall)
3.1 login attempts

We analyzed the IP addresses that made login attempts using the T-POT. The top ten countries that we
recieved login attempts from are listed in Table 1.

Tablel: IP breakdown by country

Country Number of Attack
Russia 700558
China 133063
United States 92475
Netherlands 83823
Brazil 62705
Israel 31232
France 16966
Cyprus 10810
Turkey 10614
Japan 9879

In Table2, top 10 of source IP address and the number of attack are demonstrated.


http://www.unb.ca/cic/datasets/flowmeter.html
https://github.com/desaster/kippo
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Table2: Top 10 Source IP

Source IP Number of Attack
61.177.172.137 67396
5.188.86.165 56764
5.188.86.207 51638
134.19.187.78 51599
5.188.87.50 51371
5.188.86.166 51157
5.188.87.51 47514
5.188.86.195 46668
5.188.86.206 44647
148.72.168.192 35438

In figure3, top 5 of countries are demonstrated by related ports. For example attacks from Russia have
been 87.7% through port 2222, 8.43% through port 25, 2.83% through port 443, 0.82% through port 80
and 0.22% through port 5900.

®2222 @25 9443 @50 @5°00 @22232 @1433 @3306 @21 @5°01 @5060 @445 @2345
931 @2323

olololeo]e

Figure3: Honeypot by country and port
There are two CVE-ID for attacks, CVE-2003-0567 and CVE-2017-0143 which are demonstrated in Table3.

Table3: Top 10 Source IP

CVE-ID Numbers
CVE-2003-0567 39954
CVE-2017 15
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Based on IP T-POT approximate locations of IP address which is presented on Figure 4. As it is shown in
red circle, most of the attack is from Russia.

Figured: The approximate locations of the IP addresses

Based on T-POT 81.87% of attacks are from addresses with a bad reputation, while only 18.07% are from
known attackers (figure5).

) ®bad reputation
@ known attacker
@ mass scanner

® bot, crawler
@ tor exit node

@ compromised

Figure5: Hoenypot source IP Reputation

In Figure 6, some attacks on NGINX is shown.
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@ Canada GET @200 @ Mozilla/5.0 (Windows...

POST ®304
® 400

30

'\I @401

Figure6: attacks on NGINX

Around 570 of these attacks was from University of Toronto. Also we had some VNC attacks which are
listed in table 4.

Table4: Top 10 Source IP of VNC attack

username Number of occurrence

123.249.12.230 17172

107.179.25.202 11694

194.28.112.157 5651

62.4.15.196 4285

5.101.1.3 297

18.217.97.177 258

213.183.59.57 180

3.2 TOP Username and password for brute force attack

For brute force attacks, attackers most frequently used the usernames and passwords which are listed in
table 5 and 6:

Table5: common username used by attackers

username Number of occurrence
root 104636
1234 78329
admin 54786
0 21155
enable 4235
shell 4209
guest 2312

2279

supervisor 1514
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user 1347

Table6: common password used by attackers

password Number of occurrence
81968
1234
space 39747
2 space 21146
system 4235
sh 4209
admin 2965
password 2795
12345 2555
123456 2159
7ujMkoOadmin 1773

Security tips: It is recommended that to preventing brute force attacks, you should use usernames
which are not common such as user457 or CompanyNameFamilyName. Using common usernames
creates opportunity for attackers to brute force your server. For example using username such as root,
admin, user, usr are bad practise and are extremely vulnerable.

3.3 TOP Commands

Table 7 and 8, show the most common commands used by attackers in the Cowrie and Mailoney
external honeypots. (All commands are available in capturing data)

Table7: common command used by attackers grabbed by Cowrie

command Number of occurrence
1 jgweerwe323f 42

echo -e "\x47\x72\x6f\x70/' > //.nippon; cat

/l.nippon; rm -f //.nippon 42
3 cat//.nippon 42

rm -f //.nippon 42
5 uname -a 29

We are dealing with a kind of Bot which uses the above code to change the file system. (All executed
commands by Bots through SSH are available in captured data)

Table8: common command used by attackers grabbed by Mailoney

command Number of occurrence
1 EHLO User 42
2 Quit 18
3 AUTH LOGIN 14
4 STARTTLS 5
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5 DATA 2

4. Inside Network

As we discussed in section2, inside of our network Security Onion is capturing the number of attacks. Also
we can prove it in Squert and SGUIL which are tools of Security Onion to exactly detect attackers (figure
9,10, 11, 12). The only difference here is that we intentionally open some ports on the firewall and when
attackers pass the firewall, they face real network. Inside the firewall, as we mentioned in section2, we
have 3 pcs and 4 servers for different services. By analysing captured data and via Security Onion, we get
different results than from section 3.

Query |class:BRO_DNSdslpurr:"53" groupby:sreip | Submit Query | Help

Erom ‘2018—02—17 13:06:20 |E |2018702726 00:00:00 | ] UTC | AddTerm ~ sIcip v Index » | || Reuse currenttab | | Grid display

class=BRO_DNS dstport="53" groupby:srcip (5) [Grouped by srcip] n

Result Options... v

Count ~ Value ]
srclp class=BRO_DNS dstport="53" groupby:srcip (5) [Grouped b

193475 192.168.10.14
174898 1921681012
27996 192.168.10.13
276 192.168.10.4

18 1921681020 | 10000 |

192 168.10.14 192.168 10.12 192.168 10 13 192168104

Figure7: users traffic inside network


https://securityonion.net/
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Query [class=BRO_CONN "-* groupby:dstip || submit Query | Help
From 2018-02-17 13:04:20 | To [2018-02-26 00:00:00 | (] UTC| Add Term = ‘ ‘ dstip = ‘ ‘ Index + ‘ [ Reuse currenttab [ Grid display

"-" groupby:d ( (Grouped by dstip]

Result Options... +

Count ~ Value

sesicl gass H astip class=BRO_CONN "-" groupby:dstip {100) [Grouped by
26157 19216810150 | ]

24676  192.168.10.13

6455 192.168.20.204

6346 172.217.1.14 200000

5462 192.168.10.4

4530 224.0.0.251

4434 72.21.91.29 100000 4

3235 178.255.83.1

3064 94.182.146.24 1l

e 254 IRT 27 DBBBB - 23 54' 187.27 35 lﬁé 244130 192 22“3— 210.104 13 32‘234215 13 33‘]30243 5123,“5 17.113 23. 1I54LS
2658 192.168.10.6

2505 185.147.178.24

2358 185.147.178.25

2166 94.182.146.195

1932 31.13.80.12
1811 72.167.239.239
1760 172.217.1.3
1730 192.168.10.255

1664 23.50.75.27
1502 35.186.244 130
1448 172.217.1.10
1435 205.185.216.42
1398 69.4.95.11

1301 23.203.131.201
1204 131.202.1.106
1108 96.16.78.98
1167 151.101.0.65
1147 23.154.10
1139 172.217.1.4

Figure8: Traffic requested by users

Inside network, on port 22 we had 3130 attacks which is demonstrated on Figure 9.

Query ‘class:BRO_SSH “-" groupby-dstport | Submit Query | Help
From ‘2018-02-17 13:12:21 ‘E‘ZDIE-OZ-ZS 00:00:00 | utc ‘ Add Term | | dstport v ‘ | Index » | || Reuse currenttab || Grid display

Grouped by dstport] | x |

Result Options... +

Count = Value
e 7" |
3130 22

W dstport class=BRO_SSH "-" groupby:dstport (1) [Grouped by dstport]

4000 ~

3000

2000

1000 4

22

Figure9: Traffic on SSH port

As it is mentioned, we have seen new attacks on SQL, MYSQL, VNC and other protocol of TCP. We didn’t
see this kind of attack on T-POT(figure 10,11,12).
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cDw=r2 7= a

<2017 Jan >

Thu0l Fri02 ~ Sal03 Sun04 Mon05 Tue0f Wed07 ThuO8 Fri09  Satl0 Sunll MonlZ Tueld Wedi4 Thuts  Frité [EETERf] Sunl8 Monld Tue20 Wed21l Thu22 Fri23  Sai2d  Sun25 Mon26
000 100 200 300 400 500 600 700  &0D 900 1000 11 1200 130 00 1500 1600 1700 1800 1300 2000 2100 2200 2300
INTERVAL:  2018-02-17 00:00:00 -> 2018-02-17 23:59:59 (+00:00)  FILTERED BY OBJECT. NO  FILTERED BY SENSOR: NO  PRIORITY: [EEIS (I eamsan)(soze )

TOGGLE A 30 56
pi
queue only [on ] =
grouping m Pa] - # : 22 & * *
21 FIR-] 2 = 21
A R T 17 R B 2 &
SUMMARY ~ PP A s R . - 4 7" . 7 -
queued events 557 02 03 04 05 14 15 18 19 20 21 22 23
total events 557
total signatures 19 DC  ACTIVITY LAST EVENT SIGNATURE D PROTO % TOTAL
PRIORITY A 1 23,59:35 ET SCAN SSH BruteForce Tool with fake PUTTY version 2019876 6 30.162%
high 1 {2 2 o s ET DROP Dshield Block Listed Source group 1 2402000 6 2873%
medium 6
Jow 168 (3029 1 23:13:21 ET POLICY Suspicious inbound to MSSQL port 1433 2010935 6 57.451%
other
1 20:54:27 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 56 2403410 6 0.180%
CLASSIFICATION A
1 20:41:08 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 11 24D3320 6 0.180%
® compromised L1
X .
® compromised L2 1 ol 19:56:45 ET POLICY Suspicious inbound to mySQL port 3308 2010937 6 3.591%
attempted access - B -
1 19:15:49 ET INFO Session Traversal Utities for NAT (STUN Binding Response) 2016150 17 0.180%
@ denial of service
@ policy violation 1 18:05:04 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 66 2403430 6 0.359%
reconnaissance
1 17.03:13 ET SCAN Potential VNC Scan 5900-5920 2002911 6 1.257%
@ malicious
na action req'd. 1 = 16:24:23 ET COMPROMISED Known Compromised or Hostile Host Traffic TCP group 35 2500068 6 0.718%
escalated event
2 15:52:35 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 3 2403304 6 0.359%
TAGS A
1 14:00:49 ET COMPROMISED Known Compromised or Hostile Host Traffic TCP group 8 2500014 6 0.359%
1 12:58:03 ET CINS Active Threat Intelligence Poor Reputatien IP TCP group 60 2403418 6 0.359%
HISTORY ~ 1 12:26:17 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 46 2403390 6 0.180%
1 " 1152:50 ET SCAN Potential S5H Scan 2001219 6 0.898%
1 10:41:44 ET DROP Spamhaus DROP Listed Traffic Inbound group 7 2400006 6 0.180%

ET POLICY GNU/Linux APT User-Agen..
@

Figure10: Squert shows different attacks on Sun 17t of February
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comE sy | a

Thuol Fri02 Sat03 Sun04 Mon05 Tue06 Wed07 ThuO8 Fri0® Satl0 Sunll MonlZ? Tueld Wedl4 Thul5  Frilé  Satl? Mnle Tue2d Wed21l Thu22 Fri23 Sat24 Sun25 Mon26

0:00 24 300 6:00 7:00 8:00 500 1000 1 12:00 1300 1 1500  16:00 1700  18:00 1900  20:00 2100 2200  23:00
INTERVAL:  2018-02-18 00:00:00 -> 2018-02-18 23:59:59 (+00:.00)  FILTERED BY OBJECT: NO  FILTERED BY SENSOR: NO  PRIORITY
TOGGLE o
queue only m = "
grouping m 3 36 -
. 2 n B u 2 21
SUMMARY u i ) u L u o -
. . . 12, « 8. . . -
1 A
queued events 701 06 o7 10 1 12 13 4 15 16 B 19 20 2 2 21
total events 701
total signatures 16 LAST EVENT SIGNATURE D PROTO % TOTAL
PRIORITY 23:59:50 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 84 2403466 6 0.143%
high 23:57:31 ET SCAN SSH BruteForce Tool with fake PUTTY version 2018876 6 41.084%
medium 413 (s5.9%)
Jow 288 (1210 23:52:37 ET DROP Dshield Block Listed Source group 1 2402000 6 2.140%
other
23:44:04 ET POLICY Suspicious inbound to MSSQL port 1433 2010935 6 50.642%
CLASSIFICATION
21:16:16 ET POLICY Suspicious inbound to mySQL port 3306 2010937 6 2.853%
® compromised L1
® compromised L2 20:55:13 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 52 2403402 6 0.143%
attempted access - i
19:43:17 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 66 2403430 6 0.285%
® denial of service
® palicy violation 18:19:04 ET COMPROMISED Known Compromised or Hostile Host Traffic TCP group 7 2500012 6 0.143%
reconnaissance
@ malicious 172417 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 3 2403304 6 0.428%
o action req'd. 17:19:06 ET SCAN Potential VNC Scan 5900-5920 2002811 6 0.999%
escalated event
13.47:02 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 98 2403494 6 0.143%
TAGS
12:34:53 ET SCAN Potential SSH Scan 2001219 6 0.428%
08:48:57 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 56 2403410 6 0.143%
HISTORY ~ - ﬂ 1 1 08:19:48 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 23 2403344 [ 0.143%
- ﬂ 1 1 08:14:51 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 31 2403360 6 0.143%
ET POLICY GNU/Linux APT User-Agen..(2)
- ﬂ 1 1 01:14:13 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 50 2403398 6 0.143%

Figurell: Squert shows different attacks on Sun 18™ of February
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& [ SGUIL-0.9.0 - Connecte... 26 Feb, 13:18
- SGUIL-0.9.0 - Connected To localhost

File Query Reports Sound: Off ServerName: localhost UserName: hrt UserID: 2

RealTime Even(sw Escalated Euents]

T DPort r vent F
2 hrt-precis... 2018-02-20 05:35: 5.188.86.52 192.168.10.6 3389 6 ET DROP Dshield Block Listed Source group 1
5 hrt-precis... 2018-02-20 05:38:. 119.10.58.216 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
2 hrt-precis... 3.12781 2018-02-20 05:4! 103.10.197.106 192.168.10.4 80 6 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 96
5 hrt-precis... 3.12788 2018-02-20 06:1 200.73.13.14 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
5 hrt-precis... 3.12798 2018-02-2006:13:49  116.55.181.169 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MS5QL port 1433
5 hrt-precis... 3.12818 2018-02-2007:14:43  123.201.1.54 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
5 hrt-precis... 3.12824 2018-02-20 07:20:56  43.243.130.172 192.168.10.6 3306 6 ET POLICY Suspicious inbound to mySQL port 3306
RT 1 hrt-precis... 3.12829 2018-02-20 07:25:08  85.99.251.212 192.168.10.6 1433 6 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 79
RT 5 hrt-precis... 3.12830 2018-02-2007:25:08  85.99.251.212 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12835 2018-02-2007:27:23  119.29.154.234 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12842 2018-02-2007:53:56  211.75.193.168 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12847 2018-02-20 07:57:03  203.195.191.64 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12865 2018-02-2009:19:30  202.71.30.168 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12870 2018-02-2009:36:26  110.18.119.198 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12875 2018-02-20 09:37:04  184.22.114.147 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 5 hrt-precis... 3.12882 2018-02-2010:05:03  124.118.255.231 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433 o
RT 5 hrt-precis... 3.12900 2018-02-20 10:33:29  222.162.103.182 192.168.10.6 1433 6 ET POLICY Suspicious inbound to MSSQL port 1433
RT 1 hrt-precis... 3.12923 2018-02-2011:41:42  82.152.41.145 192.168.10.6 1433 6 ET CINS Active Threat Intelligence Poor Reputation IP TCP group 72
RT S hrt-nreris 217074 201R-02-20111-41-47  R? 152 41 145 192 1AR 10 A 1422 A FT POIICY Susnicinns inhnnnd fo MSSOI nort 1437 .F
1P Reselution W Agent Status ] SnurtStat'st] System Msgs ] User Msgs LIShow Packet Data [ |shaw Rule
[~ Reverse DNS ¥ Enable External DNS
SrclIP: .
Src Name: Source IP Dest IP Ver HL TOS len D Flags Offset TTL  ChkSum
pEyEs [ \ [ [ [ [ [ © [ I |
Dst Name: UAaAPRSF
Source Dest R R R C 5 5 ¥ 1
Whois Query: = Mone © SrcIP © DstIP Port Port 1 0 GK HT NN  Seq# Ack#  Offset Res Window Urp ChkSum

_'|" ‘ " Hex ® Text [ NoCase

Figurel2: MSSQL attack on SGUIL tools




