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Set up your Yubikey for Multi-Factor Authentication (MFA)

These instructions work for Linux, Mac, and Windows.

Before you begin: confirm you have administrator access to your device. You won't be able to
continue without the proper access that allows you to make changes to your device settings and

options.

Step 1:

On your computer, download and install the Yubico Authenticator app.

Step 2:

From your web browser, open an incognito/private browsing window. Go to the MyUNB Intranet and log in

with your UNBloginID@unb.ca (don’t forget the @unb.ca) and password when prompted. Choose Work or

School Account, if prompted.

2UNB
Sign in

D@ or guest email address

Forgot your Password?

Activate your UNB IT Services | Multi-factor
authentication setup instructions | Help, | still can’t
log in

Q Sign-in options
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https://www.yubico.com/products/services-software/download/yubico-authenticator/#download_here
https://www.yubico.com/products/services-software/download/yubico-authenticator/#download_here
https://www.yubico.com/products/services-software/download/yubico-authenticator/#download_here
https://www.yubico.com/products/services-software/download/yubico-authenticator/#download_here
https://www.yubico.com/products/services-software/download/yubico-authenticator/#download_here
https://unbcloud.sharepoint.com/sites/MyUNB
https://unbcloud.sharepoint.com/sites/MyUNB
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Step 3:
You'll be prompted with a “more information required” screen. Click ‘Next’.

2UNB

More information required

Your organization needs more information to keep
your account secure

Use a different account

Activate your UNB IT Services
(https://es.unb.ca/apps/activate/) - Forgot your
Password? (https://es.unb.ca/apps/activate/?
a=forgotpassword)

Termsof use  Privacy & cookies -+

Step 4:
On the Microsoft Authenticator screen, click ‘l want to use a different authenticator app’.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

@ Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

Lwant to set up a different method
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Step 5:
Click next until you see a QR code displayed on the screen.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next".

Can't scan image? ‘
e

L want to set up a different method

Step 6:
Insert your YubiKey into your computer’s USB port. Open the Yubico Authenticator app (installed in Step 1).
Click the menu on the upper right corner.
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Step 7:
Choose ‘Add account’.

Step 8:
Click ‘'Scan QR Code'.

Information
Technology
Services
B Vubico Authenticato - O
= Authenticator =
Mo accounts
B Yubico Authenticator - O
Setup
e Add account
0 of 32 accounts used
| Manage

Custom icons
Set icons for accounts

xx Set password

Optional password protection

e Reset OATH
Factory reset this application

www.unb.ca/its
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X Add account

Te scan a QR code, make sure the full code is visible
on screen and press the button below. You can also
drag a saved image from a folder onto this dialog. If
you have the account credential details in writing, use
the manual entry instead.

[:Eg: Scan QR code J[ #  Add manually j

Step 9:
The app will automatically scan the QR code from the browser. Click ‘Save”.

X Add account Save

~ Issuer (optional)

B Microsoft

~ Account name

Require touch

Step 10:
Go back to your browser window - click ‘Next. You'll be prompted to enter the code that is

appearing on the Yubico Authentication app.
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B Yubico Authenticato - ]
Keep your account secure
= [ Q Search accounts b
Your organization requires you to set up the following methods of proving who you are. b
Accounts
Authenticator app Microsoft TS
Enter code
XXX X
Enter the 6-digit code shown in the Authenticator app.
Enter code
-

Back |

| want to set up a different method

Step 12:
You'll be notified in your browser that you have successfully set up your Yubikey. Click ‘Done".

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

Done

Using your Yubikey to sign in to your UNB IT services:

Step 1:
When prompted, enter your UNB password and click ‘Sign in’ (your loginID@unb.ca will already be

filled in)
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Step 2:
Open the Yubico Authenticator app on your phone.

Step 3:

Insert your YubiKey into your computer or device.

= (Q search Er
))UNB Accounts
m2cs8@unb.ca Microsoft ' ass321
Enter code

Enter the code displayed in the authenticator
2pp on your mobile device

rvices | Multi-factor
ion setup instructions | Help, | still can't

Step 4:
From the Yubico Authenticator app:
1. Click the code

2. Click 'Copy to Clipboard’

807 369

Microsoft
]

Actions

@ Copy to clipboard
Easily paste the code into another app

];[ Pin account

Keep your imperiant accounts together

e Delete account
Remove the account from your YubiKey

Step 5:
Paste the code into the prompt. Click ‘'Verify’'
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)JUNB
L

Enter code

Step 6: Click 'Yes' to stay
signed in

JUNB
—

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[T] Don't show this again

No Yes

Activate your UNB IT Services | Multi-factor
authentication setup instructions | Help, | still can’t
log in
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