)) N B Information
Technology www.unb.ca/its
UNIVERSITY OF NEW BRUNSWICK Services

Setup your multi-factor authentication (MFA) details on
your new device

Before you start:

» These instructions were created for those upgrading to a different operating system (i.e. iOS to
Android, Android to iOS) and were created using an iOS device; screenshots may differ
slightly for Android.

* IMPORTANT: If you have access to your old device, it will make it easier to setup MFA on your
new device.

Use two devices to complete these instructions:
» Your new device (to setup the MS authenticator app)

» Your old device (to approve sign-in and complete MFA setup) » Optional:
you may also use a computer to complete MFA setup.

Get your new device ready for MFA:

Step 1

On your new device, download the Microsoft Authenticator app by searching for "Microsoft
Authenticator app" in your app store or use these links: iOS | Android | Windows

Microsoft Authenticator G

A Protects your online identity
Microsoft Corporation
#8 in Productivity
Free

Once you have the authenticator app downloaded, set it aside. Move to 'Step 2.
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https://apps.apple.com/ca/app/microsoft-authenticator/id983156458
https://apps.apple.com/ca/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=en
https://www.microsoft.com/en-ca/p/microsoft-authenticator/9nblgggzmcj6?activetab=pivot:overviewtab
https://www.microsoft.com/en-ca/p/microsoft-authenticator/9nblgggzmcj6?activetab=pivot:overviewtab
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Step 2

1. On your computer or old device: open an incognito/private browsing window in your web
browser. Go to the ‘Microsoft My Account’ website at http://myaccount.microsoft.com and
log in with your UNBloginID@unb.ca (don't forget the @unb.ca) and password, if prompted.

B® Microsoft
Signin
Email or phone
Can't access your account?
Back Next
2.

IMPORTANT: You must authenticate to continue. Pick A, B or C below and follow the
instructions.

A: If you have your old device: approve the sign-in request on that device by entering

the 2- or 3-digit number provided on the login screen into the Authenticator app. Jump
to ‘Step 4.

JJUNB

Approve sign in request Are you trying to sign in?

University of New Brunswick

@ Open your Authenticator app, and enter jsmith@unb.ca

the number shown to sign in.
Enter the number shown to sign in.

13

13

No numbers in your app? Make sure to upgrade No, it's not me Yes
to the latest version.

| can't use my Microsoft Authenticator app right now! -

More information Authenticator locked

UNB IT Service Desk | (506) 939-3131 | itservicedesk@unb.ca


http://myaccount.microsoft.com/
http://myaccount.microsoft.com/
http://myaccount.microsoft.com/
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B: If you don’t have your old device and you did not setup the text back-up method,
or you changed your phone number: contact the IT Service Desk.

You cannot go further on your own and will need to contact the IT Service Desk at
itservicedesk@unb.ca

C: If you don’t have your old device but did setup a text backup MFA method and
you kept your same number: follow the instructions below to authenticate.

1. Click 'l can't use my Microsoft Authenticator app right now'’

JJUNB

Approve sign in request

Open your Authenticator app, and enter
the number shown to sign in.

13

No numbers in your app? Make sure to upgrade
to the latest version.

| can't use my Microsoft Authenticator app right now

More information

2. Tap "Text + XXXXXXXXXX'

UNB IT Service Desk | (506) 939-3131 | itservicedesk@unb.ca


https://www.unb.ca/its/get-it-help.html
https://www.unb.ca/its/get-it-help.html
https://www.unb.ca/its/get-it-help.html
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JJUNB

Verify your identity

Approve a request on my Microsoft
Authenticator app

Use a verification code from my mobile
app

Text +X XXXXXXXX89

Ul B @

More information

Cancel

3. A 6-digit code will be sent to your new phone. Enter the code into the ‘Enter
code’ field. Click ‘Verify'. Jump to ‘Step 4"

JUNB

Enter code

[ We texted your phone +X XXXOOOKXX89. Please
enter the code to sign in.

Lode

More information

Activate your UNB IT Services - Multi-factor
authentication setup instructions - Forgot your
Password?
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1. On the ‘Microsoft My Account’ website, click 'Update info’ under ‘Security info’

Security info

2%

Keep your verification methods and security

info up to date.

UPDATE INFO >

2. Click 'Delete’ next to the ‘Microsoft Authenticator’ for your old phone

-+ Add method

@  Microsoft Authenticator

3. Click 'Add method’

-+ Add method

iPhone -

4. Choose 'Authenticator app’

Add a method

Which method would you like to add?

Choose a method

Authenticator app

Phone Authenticato

Security key
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6. Click 'Next'

7.

5. Click 'Add’

www.unb.ca/its

Add a method

Which method would you like to add?

Authenticator app

Cancel

= University of New Brunswick

0

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticater app on your device, choose

“Next",

| want to use a different authenticator app

L want to set up a different method

Click 'Next’

UNB IT Service Desk | (506) 939-3131 | itservicedesk@unb.ca



)) U N B Information
Technology www.unb.ca/its

UNIVERSITY OF NEW BRUNSWICK Services

= University of New Brunswick

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or
school”.

| want to set up a different method

8. You will see a QR Code. Stop here and jump to point 9. Do not click next.

= University of New Brunswick

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account.

After you scan the QR code, choose "Next".

Can't scan image?
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9. Go back to your new mobile device and open the MS Authenticator app.

10. IMPORTANT: You need to scan the QR code using the authenticator app on your new
phone. Pick A or B below and follow the instructions.

A. If prompted, choose Scan QR code (do NOT sign in with Microsoft). Jump to point 11.
Note: If you've used the app before, you won't be prompted.

< App Store | T 1:36 PM w39% .

&

Peace of mind for your digital life

Secure your accounts with multi-factor

authentication

= Signin with Microsoft

B8 Scan a QR code

jet a QR code from your orga

Restore from backup

B. If you are not prompted: Go to the app home screen, press '+ Add Account’ > "Work
or school account’ to open the QR code scanner. Move on to point 11.
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o' Koodo & 2:23 PM @ 33%@ )

' Koodo = 2:22PM

= Authenticator < Authenticator

@ Azure AD

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, etc.)

11. Click 'OK’ on any prompts you receive (e.g. allow Authenticator to access your camera, data
usage & app lock).

12. Go back to your computer or old mobile device and using your Authenticator app on
your new mobile device, scan the QR code on your computer or old mobile device to
connect the app to your account.

i Koodo & 10:59 AM

¢ Back Scan QR code

= University of New Brunswick

isplay a QR code
Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

r.nu-mvwmm-.“
Ao the QR code. chooss "Nt

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Micrs
Authenticator app with your account.

After you scan the QR code, choose "Next".

Or enter code manually

ik s

Can't scan image?

Back Next

Computer or old mobile device New mobile device

13. On your new device, you may receive a prompt saying, "Authenticator would like to send
you notifications”. We recommend selecting ‘Allow".
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Don't Allow

"Authenticator” Would Like to

Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Allow

14. Go back to your computer, or old device, and click ‘Next' to send a test notification to the
Authenticator app. Approve the notification by entering the 2- or 3-digit number in the
space provided in the Authenticator app on your new mobile device and click 'Yes'.
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= University of New Brunswick %

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

97

97

No, it's not me Yes

Authenticator locked

15. Once you've approved the notification, go back to your computer or old device, click
‘Next'
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

L want to set up a different method

16. Click Done to finish. You're now set up for MFA!

You no longer need your old device.

= University of New Brunswick

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing, in:

Default sign-in method: Microsoft Authenticator - notification

P
©  Microsoft Authenticator
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